ESN, Inc. Job Description Form (Req #443)

JOB TITLE: Information Systems Networks Security
LOCATION: Hill AFB, Ogden, Utah

Job Posted:  October 15, 2009

Job Closing: Until Filled

PRINCIPAL DUTIES/RESPONSIBILITIES:
Under general direction, carries out all phases of information systems/networks security program that
involves access to computers and computerized data enabling company to meet contractual requirements
for networks security. Conducts regular audits to ensure that systems are being operated securely, and
information systems security policies and procedures are being implemented as defined in security
plans. Develops, tests, and operates firewalls, intrusion detection systems, enterprise anti-virus systems
and software deployment tools. Safeguards the network against unauthorized infiltration, modification,
destruction or disclosure. Researches, evaluates, tests, recommends, communicates and implements new
Security software or devices. Implements, enforces, communicates and develops security policies or
plans for data, software applications, and hardware, telecommunications and information systems
security education/awareness programs. Conducts investigations of computer security violations and
incidents, reporting as necessary to management. Responds to queries and requests for computer
security information and reports. Incumbent may report into the Security department and act as a liaison
between the IT and Security functions OR may report directly into the IT function.

EDUCATION AND EXPERIENCE:
Bachelors Degree in Computer Science, a related field or equivalent experience. A minimum of
Five years experience in developing and implementing Intrusion Detection Systems and firewalls.

SKILLS AND ABILITIES:
Must be able to work as a cohesive team member.

Work Schedule:
Full time

The above job description is not intended to be, nor should it be construed as, exhaustive of all
responsibilities, skills, efforts, or working conditions associated with this job. Requests for reasonable
accommodations will be considered to enable individuals with disabilities to perform the principal
(essential) functions of this job.

Qualified Persons Should Contact:

Valerie Thomas, Director of Human Resources
2450 Crystal Drive, Suite 1015

Arlington, VA 22202

703-412-3154 (Fax)

vthomas@esncc.com

EEO/AA/Vets/Disabled




